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Abstract- The main motivation behind Elliptic Curve Cryptaghy is to find a Public Key Family which
provides the same level of security as Discrete Sggtems or RSA but with shorter operands. Thrdtet
Attacks, the adversary disturbs the computatio@nyptographic device to obtain information aboutrgeKey.
This paper uses Elliptic Curve Point Multiplicatiohlgorithm based on a binary sequence to build a
Cryptographic algorithm and provides a way to esteithe key by application of Fault Attacks on #hgorithm.

Index Terms- Elliptic Curve Cryptography, Elliptic Curve Poifultiplication, Fault Attacks, Euclidean
Addition Chain.

1. INTRODUCTION

Elliptic Curve Cryptosystems were first introduce
by Miller in 1986 and Koblitz in 1987 [1], [2].Thed2' ECC BACKGROUND
basic idea behind finding such systems is to find The Elliptic Curve over £(p > 3) is the set of all
another cyclic group in which the Discretepairs (X, y)e Z, which fulfills
Logarithmic problem is difficult, Ideally more difult
than in Z . Since Elliptic Curves are based on
Discrete Log problem, so all the Discrete LO%
protocols such as Diffie-Hellman etc. can be realiz
through Elliptic Curves. Elliptic Curve Point 48 + 278 # 0 mod p 2
Multiplication computes dP (=P+P+P----+P, d times)The definition of Elliptic curve requires that tharve
for a given point P on the curve and an arbitr@gla  is non singular which means that the plot has il se
d. Certain techniques are available in the liteeato  jntersection or vertices [7]. Elliptic Curves hagrtain
speed up the processing and efficiency of thisqeait ,onerties which are not required for cryptographic

such as Montgomery Ladder Algorithm, Double ang)urpose, so curves which does not satisfies Egqa(2)

End Algorithm etc.In this paper we are using .
technigue proposed by Knuth to compute the poinr{Ot chosen for cryptography. According to the Group

multiplication which uses"addition chain” [3], [4].  ProPerties there must exists a neutral elemenbién t
Cryptographic Systems build using these technigee gdroup which satisfies the following Group property.
vulnerable to fault attacks [6]. Fault Attacks wéret P +© = P where P belongs to E; There is no such
introduced by Boneh, DeMillo and Lipton in 199gR0Int on the curve which satisfies the group caonlit
which aims to recover the private key by inserting?© We define an abstract point at infinity as thatral
faults into the RSA Cryptosystem [5].In this paper €lement.
do two things: P+0 = P for every P belongs to E, According to the
« Firstly we mention a Cryptographic 9"0UP def. we can also define the inverse -P of any

algorithm based on point Multiplication 970UP élement P as P + (- P)o=for every P belongs
and addition chain technique (Sectionto_ ' )
3) Given two points on the curve Pz(¥;) and Q= (%,
' . {2) the addition of these two points is a point Rtloa
* We provide a way to recover the secref e whose coordinates and y can be calculated

key by insertion of faults in the by following equations[7]:
computation of the system (Section 4).

Through this paper our target is to demonstrate the Xs=F - (X + %), 3= 5% - %) - V1 3)
application of fault attack on Cryptosystem build
using Elliptic Curves.

y’= X+ax+bmodp (1)

together with an imaginary point at infinitg,
here a, b belongs to, and the condition
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Where denotes the'ibinary value. Now we describe the point
multiplication algorithm which uses the binary
(Y1) (%oxq) if P£Q sequence representing the EAC.
S=

2 H —
(@ +a)l 2y iFP=Q Algorithm 1: Point M ultiplication with EAC

In case of point addition (R Q), s is the slope of the ] .
line through P and Q. In case of point doubling=(P Input: P, 2P and the binary
Q), s is the slope of the tangent through P. Thesequence

equations  are Anal_ytlcal expressions usgd t.%utput: Q=kp
electronic devices to implement group operations in
them. The point Multiplication Equation is definag: 1. U;=2P,Y=P

2.for i=4toldo

P+ P +P+P (times) = dP =~ (4) (4:3,.u—u+u

d is the private key which is an integer, while the™ ~*~ ~* " 2

public key T is a point on the curve[7]. 4.ifc; =1 then
5. U2<—U1

3. RELATED WORK

In this section first we present the idea of Eedid
Addition chains [3] and later how they can be uged 7. U=y
speed up the multiplication process [4]. 8. end if
An EAC solves the following problem: Let K be an
integer (K > 0) given as input, starting from theg' end for
integer 1 and at each step computing the sum of twl®. return Q=+U,
previous results, What is the minimum no. of steps
required to reack K ?
Examplel. Let K=37, Choose a integer g (17) which
is co prime to K according to the following rule: gThis algorithm computes the output with fewer
should be close to K where®= (1 +v5=2) termed COmputations as compared to the point multiplicatio
as golden steps [3]. take K and g and apply thed. (4).
subtractive form of Euclidean’s Algorithm as shown

6. Else

below[3].

37-17 =20 4. OUR APPROACH

20-17=3 In this section we will describe how the binary
17-3=14 sequence related to addition chain can be recovered
14-2221 through the computation of algo. (1). First the

11 adversary executes the algo. (1) and observes the

g g f g correct output which is shown in Table [1].
3-2=1

2-1=1 TABLE 1

1-1=0 Steps G U, U,
Reading the first integer of each row from bottam t 1 2F P
top gives the EAC (1, 2, 3, 5, 8, 11, 14,17, 20, 3 2 1 3F oF
Now we will get a binary sequence related to this 3 1 5F 3F
chain. Consider step 3 which is 3- 2 = 1 can be [ 0 8F 3F
rewriten as 3 = 1 + 2.If we use biggest of two [g 0 11F 3F
integers of this step i.e. 3 and 2 in step 4 tliep 4 is 6 0 14F 3F
termed as Big step otherwise it is termed as Small[ 7 0 17F 3F
step. For simplification we consider the EAC from [g 1 20F 17F
step 4 onwards. For a Big step we write the binary Q=37F

value 1 and for the Small step the value is 0.
Th_e binary sequence corresponding to EAC can beNow the adversary keeps the last bi) (as it is
written as (1,2,3,5,8,11,14,17,20,37) (corresponding to Table [1]) and flips the bit;)(c

(110 0 0 0 1) which is shown in Table [2].Adversary observes the
Let | be the length of the binary sequence and gutput.
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TABLE 2

StepS (o] U, U,
1 2F P

2 1 3F 2F
3 1 5F 3F
4 0 8F 3F
5 0 11F 3F
6 0 14F 3F
7 1 17F 14F
8 1 31F 17F

Q=48F

The adversary now sets the last bitg) (do
1(corresponding to Table [1]) and flips the sectaud
bit (c;).Adversary observes this output.

TABLE 3

Steps G U, U,
1 2F P

2 1 3F 2F
3 1 5F 3F
4 0 8F 3F
5 0 11F 3F
6 0 14F 3F
7 1 17F 14F
8 1 31F 17F

Q=48F

Now he compares. If the result of Table [2] an
Table [3] is same the last bit is 1 otherwise @.is
Now we recover the second last bit)(n Table [1].

TABLE 5

StepS C U, U,
1 2F P

2 1 3F 2F
3 1 5F 3F
4 0 8F 3F
5 0 11F 3F
6 1 14F 11F
7 1 25F 14F
8 1 39F 25F

Q=64F

If the result of Table [4] and Table [5] is samerh
second last bit (¢ is 1 otherwise it is 0. So it is clear
that to recover any;cbit we have to use rows
corresponding to;@and ¢, bit. In one table we flip the
c.1 bit and observe the output, into another table we
set the cbit as 1 and flip the;¢ bit. Then we compare
the results of both the tables, if the results egaal
the bit is 1 and if not it is zero. This comparidogic
is derived from the fact that we have only fourasag
we compare two rows of table 1(i.e. 00,01,10,11) an
we can find a relation between them and the correct
output of Table [1],if we apply sufficient no. oést
cases. This approach can be applied recursively to
recover all the bits except the first bit. There &wo
possibilities for first bit either 1 or 0, the adsary
(yvith these two possibilities and the known ciprestt t
can easily recover the remaining bit. For thischkttm
be successful the adversary must be able to inject

For this calculation we will use step 7 and stepf6 faults into the execution of algo. (1) in a reveosger.
Table [1] computing the original output. Now the

adversary keeps the last bit)(as it is (corresponding

to Table [1]) and flips the bit { which is shown in 5. CONCLUSION

Table [4].
TABLE 4

Steps G U, U,
1 2F P

2 1 3F 2F
3 1 5F 3F
4 0 8F 3F
5 0 11F 3F
6 1 14F 11F
7 0 25F 11F
8 1 36F 25F

Q=61F

The adversary now sets the bif)(o 1(corresponding

to Table [1]) and flips the bit £

In this paper we had used Point Multiplication
algorithm with  EAC to compute private key
efficiently. This type of approach is used by small
cryptographic devices to secure data. Later we had
provided a way to recover the scalar k and prikate
which will break the entire Cryptosystem.For effeet
implementation of point multiplication algorithm,
techniques are required which must be safe against
such type of Fault Attacks. Overall this paperhsut
Implementation of Fault Attacks on Cryptosystems.
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